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1 Introduction

Security proofs in game-based cryptography are typically organised as hybrid arguments: one
defines a sequence of games and shows that each consecutive pair is indistinguishable to any
efficient adversary. A construction is considered secure if it cannot be distinguished from an ideal
system whose security is evident or assumed (typically via a complexity-theoretic argument).

In practice, such proofs combine algebraic manipulations, probabilistic reasoning, and careful
bookkeeping across multiple rounds of execution and oracle queries. While this style has proven
effective, it obscures the compositional structure underlying many cryptographic arguments.
Most proof steps are inherently local: a component is replaced by another, a bad event is
ruled out, or an algebraic identity is applied. Yet these local transformations are embedded
in large global game descriptions, making proofs difficult to verify, reuse, or mechanise. As
cryptographic systems grow in scale and complexity, this gap between the modular structure of
constructions and the global structure of proofs becomes increasingly problematic. If trust is to
scale, cryptographic proofs must scale with it.

At the same time, cryptographic constructions themselves are already described compos-
itionally. A Feistel network, for instance, is obtained by wiring together copies of a round
pseudorandom function with XOR gates and swaps. Cryptographers routinely depict such con-
structions using circuit-like diagrams that illustrate how information flows between components.
These diagrams provide valuable intuition about composition and dataflow, but they currently
play only an informal role in security proofs: they serve as explanatory tools rather than objects
of mathematical reasoning.

1.1 Aims

This paper investigates a structural reformulation of game-based cryptography. We treat the
circuit-style diagrammatic notation already used informally by cryptographers as a formal lan-
guage, equipped with a compositional semantics capturing its intended computational behaviour.
In this setting, security proofs can be understood as equational reasoning over diagrammatic



representations of cryptographic constructions, making the compositional structure of security
arguments explicit. This perspective brings several conceptual and practical benefits, which we
highlight below.

A visual language for reasoning about systems. Our approach is based on string dia-
grams, a visual language originating in category theory. Their graphical nature makes the flow
of information and resources in a system immediately visible while suppressing unnecessary
implementation details. This makes them accessible to a broad range of users and particularly
effective for communicating complex constructions and proofs. String diagrams are also resource
sensitive: operations such as copying and discarding data must be represented explicitly. This
feature is especially important in probabilistic computation, where random variables interact
subtly with duplication and erasure of information. The explanatory power of string diagrams
has been demonstrated across many areas of science, including probabilistic programming, ma-
chine learning, and quantum computation.

Making compositional structure explicit. Our primary goal is not merely to reformulate
existing proofs, but to expose the compositional structure underlying security arguments. In our
framework, replacing a component inside a construction corresponds to a local diagrammatic
rewrite. Security proofs therefore become sequences of principled transformations rather than ad
hoc manipulations of global games. This makes the locality already present in hybrid arguments
explicit at the level of the proof language itself. Category theory provides a natural setting for
this perspective because composition is treated as a primitive notion. In particular, composition-
ality is built into the semantics by design. This makes the framework well suited to reasoning
about cryptographic systems, where proofs fundamentally rely on replacing components within
larger constructions while preserving security properties.

Separating syntax from semantics. The categorical approach also cleanly separates syntax
from semantics. The same diagrammatic language describing constructions and proofs can
be interpreted in different computational models—probabilistic, quantum, or others—without
modifying the syntax. This portability may facilitate the transfer of security arguments across
computational substrates.

An axiomatic account of security arguments. Our approach is deliberately axiomatic.
Rather than working directly with low-level probabilistic calculations, we identify the abstract
principles used in security arguments and express them as algebraic properties of diagrammatic
components. For example, pseudorandomness and collision bounds appear as axioms governing
specific generators. Once these principles are isolated, security proofs can be carried out by
purely diagrammatic reasoning.



Toward a substrate-independent foundation for cryptography. Because reasoning takes
place at the level of diagrammatic structure rather than model-specific calculations, the frame-
work is inherently extensible. Different computational substrates can be accommodated by chan-
ging the semantic interpretation while keeping the proof language unchanged. More broadly,
we view our work as a step toward a substrate-independent foundation for trust. By isolating
structural proof principles from model-specific assumptions, security arguments can arise as in-
stances of algebraic reasoning in a generic diagrammatic language. In such a setting, the same
methodology could in principle be applied beyond classical cryptography, including distributed
protocols, hardware security primitives, quantum cryptography, and other domains where se-
curity properties must be established in a verifiable manner, while recognising that the relevant
cryptographic primitives and their interrelationships may depend on the underlying computa-
tional model (for instance, in the quantum vs. classical case). The results presented here provide
a concrete step toward that goal.

1.2 Methodology

Our approach is based on a variety of tools in categorical modelling.

String Diagrammatic Syntax To formalise cryptographic constructions, we use string dia-
grams, a graphical language originating in category theory that generalises the circuit diagrams
already familiar to cryptographers. In this language, components are represented as boxes con-
nected by wires, and diagrams compose in two basic ways: sequentially (connecting outputs
to inputs) and in parallel (placing components side by side). This syntax captures the flow
of information in a cryptographic construction while supporting rigorous algebraic reasoning
about composition. Within this framework, cryptographic constructions are diagrams built
from generators representing primitives such as randomness sources, Boolean operations, and
pseudorandom functions, using sequential and parallel composition.

Categorical Semantics Like a standard syntax, our diagrams are given a formal semantics
in a computational model, based on the (symmetric monoidal) category of efficiently com-
putable substochastic maps. To model interaction and stateful behaviour, we extend this se-
mantics to a category of streams, representing sequences of oracle queries made by an adversary.
Our treatment builds on recent categorical treatments of stateful and stream-based computa-
tion [DLGR ™23, DLDFR25], adapted here to the setting of modern cryptography.

Induction and Coinduction Two notions of equivalence arise naturally in this framework.
The first is equality of streams, which is defined without reference to a resource-bounded ob-
server. The second is computational indistinguishability, defined relative to polynomial-time
adversaries. These notions require different proof principles. Equality admits a coinductive
characterisation based on bisimulation, reasoning step-by-step through the interaction. Com-



putational indistinguishability instead depends on the number of oracle queries made by the
adversary, and is established by induction on that number.

Case Study: 3-round Feistel To demonstrate the approach, we analyse a central case study:
the security of the 3-round Feistel construction, originally proved by Luby and Rackoff [LR88].
This example is sufficiently rich to exhibit the essential features of modern cryptographic reas-
oning. In our framework, the proof decomposes into a sequence of local diagrammatic trans-
formations corresponding to familiar cryptographic principles, including pseudorandomness, the
birthday bound, and basic algebraic properties of XOR. Our argument follows the structure of
the proof presented by Rosulek [Ros26], but recasts its reasoning in a compositional diagram-
matic form.

Scope and style. This document is intended as a programmatic report rather than a fully
polished research article. Our aim is to articulate a categorical perspective on game-based
cryptography using string diagrams. This is work in progress: we develop the core ideas in
sufficient detail to demonstrate the feasibility of our programme on a central example, but we
do not aim at maximal generality. In keeping with the exploratory style of this report, we leave
open several problems, formulate conjectures and leave several proofs as future work.

Related work. The formal verification of cryptographic constructions has seen substantial
progress over the past two decades. Systems such as EasyCrypt [BGLZB11], CryptoVerif [Bla06],
and frameworks developed in Coq [BGZB09] and F* [ZBPB17] provide expressive logics and
proof environments that have been used to mechanise sophisticated game-based proofs in the
computational model. These systems typically interpret games as programs and apply techniques
from formal verification to establish security properties.

Among these, EasyCrypt and its predecessor CertiCrypt [BGZB09] are particularly close in
spirit to our work. They rely on probabilistic relational Hoare logics (pRHL), which support
structured reasoning about program equivalence and computational indistinguishability. Secur-
ity proofs are expressed as sequences of program transformations that reduce the security of a
construction to the assumed hardness of an underlying computational problem.

In parallel, tools such as ProVerif [Blal6] and Tamarin [BCDS17] enable automated analysis
of cryptographic protocols in the symbolic (Dolev-Yao) model [DY81]. These approaches focus
on protocol-level reasoning and offer powerful automation, but operate in a different abstraction
from the computational model considered here.

Our work is complementary to these approaches. Rather than introducing a new program
logic or verification environment, we aim to identify the algebraic structure underlying game-
based security arguments. The goal is a more synthetic account of these proofs, in which the
compositional principles guiding hybrid arguments become explicit and amenable to algebraic
reasoning. In doing so, we were inspired by the interesting albeit less formal blog post by Liicas
Meier [Mei23].



Outline. The remainder of the report is structured as follows. In Section 2, we recall the
Feistel construction and its classical security argument, which serves as our motivating example.
Section 3 introduces string diagrams as a formal syntax for cryptographic constructions, identi-
fying the basic generators corresponding to randomness, structural wirings, Boolean operations,
and more. Section 4 develops the semantic model, beginning with efficiently computable sub-
stochastic maps and extending to a category of streams to capture interactive and stateful
behaviour. Here we distinguish two notions of equivalence arising in this setting (equality of
streams and computational indistinguishability). In Section 5 we introduce the axioms and
proof principles we have identified, prove some intermediate results, and apply the framework
to the 3-round Feistel construction, presenting its security proof as a sequence of diagrammatic
transformations. We conclude by discussing open problems and future challenges in Section 6.
Some proofs and other auxiliary results are relegated to the appendix.

Acknowledgments. We thank Mike Rosulek for many insightful discussions on the topics of
this report and for the valuable suggestions on the diagrammatic notation adopted here. This
research was supported by ARIA’s Scaling Trust programme.

2 DMotivating Example

Many constructions in cryptography rely heavily on pseudorandom functions (PRFs) and trans-
forming them into other cryptographic primitives. A canonical example of such a construction
is the Feistel cipher, which turns a pseudorandom function into a pseudorandom permutation
(PRP). PRPs are key building blocks in a number of ciphers and symmetric encryption schemes,
where the inverse F~! of some PRP F provides a way to decrypt data encrypted using F.

The proof that the Feistel cipher produces a secure PRP, due to Luby and Rackoff [LR88] is
a classic, but challenging, cryptographic proof. It serves as a good test case for our categorical
approach, as it is simple enough to describe succinctly, yet its security proof is non-trivial and
already exhibits the essential features of modern cryptographic reasoning.

Feistel cipher. Consider a family f of functions fy: B* x B* — B* indexed by the security
parameter A € N. We say that f is pseudorandom if it is computationally indistinguishable from
a truly random function R, given by a family of lazy random dictionaries Ry : B* — B> for each
A € N. In other words, no polytime (in \) adversary with oracle access to f can distinguish it
from R with more than negligible advantage.

The aim of the Feistel cipher is to construct a PRP from f, that is, a PRF that admits an
inverse. One round of a Feistel cipher operates as follows: given the pair of inputs (L;, R;) and
the subkey Kj;, the output of the current round is given by

Liy1=R;, and R;11=L;® f(R;,K;)



where @ denotes bitwise XOR. Here, we focus on the 3-round Feistel cipher F', which outputs
(Rs, L3). First, F': B* x B* — B* x B? is a permutation, with inverse F'~! given by computing
the following operations in reverse order for i = 3,2, 1,

Ri=:Liy1; and L;=Ri1® f(Liy1,Ks)

It is more difficult to show that F' is also pseudorandom. Luby and Rackoff’s original proof
considers Feistel networks in which each round function is chosen independently and uniformly
at random. In this context, they prove that A 3-round Feistel network with independent random
round functions is a PRP. The proof is information-theoretic: the adversary is modelled as an
oracle algorithm making at most g queries, and the distinguishing advantage for an efficient
adversary is bounded explicitly by a term of order O(q?/2*) The argument proceeds by a careful
analysis of oracle queries and identifying certain bad events — collisions among intermediate values
for different queries — whose probability is bounded via combinatorial counting arguments.
Often, authors will depict the 3-round Feistel using a circuit-like representation:

In this report, we will give this notation a formal status using string diagrams and will endow
it with a formal semantics that captures its intended behaviour. Moreover, we will be able to
reason directly with these diagrams to show the security of the 3-round Feistel (Theorem 2).

Luby and Rackoff also show that a 4-round Feistel network is a strong PRP, that is, it is
secure when the adversary is given oracle access to the permutation and its inverse. We leave
the extension of our work to this proof for future work.

3 Syntax

We now describe the formal syntax used to represent cryptographic constructions. The syntax
is diagrammatic: constructions are expressed as string diagrams built from basic components
and composed by wiring their interfaces together or by placing them side-by-side. Although
we ultimately interpret these diagrams in a symmetric monoidal category, we begin with an
elementary description that requires no categorical background.

Boxes and wires. String diagrams are depicted as graphs made of boxes and wires. Here,
wires represent channels that carry values of a specified type. In the present setting, types
correspond to (finite) sets such as bitstrings of some fixed length, or tuples thereof. We write

X



to represent a wire carrying values of type X. In categorical terms, a type is called an object,
and a plain wire represents the identity idx over that object, i.e., a channel that simply takes
in an input and forwards it to its output, doing nothing,.

Multiple wires are treated as ordered tuples: placing two wires in parallel corresponds to
taking a product of types. Thus a pair of wires of types X7 and X, is regarded as a single

interface of type X1 x Xo:
X1

= X2

X1><X2

Between two objects X and Y, we can have a morphism f: X — Y, which we depict as a box:
X . Y
{7

This is intended to represent a (possibly probabilistic, possibly stateful) procedure that consumes

inputs of type X and produces outputs of type Y. Morphisms s: 1 — X, whose input type is
the singleton set 1 = {e} are represented as boxes with only an output wire:

These can be thought of a processes that produce outputs without the need for any input. A
distribution over X is an example of such a process: it outputs some element x € X with a
certain probability. Conversely, morphisms e: X — 1 are depicted as boxes with no output

wire:

X

—19
In our case, such a diagram represents a procedure which accepts its input with a certain
probability, placing a constraint on its input. The simplest example is a procedure that accepts

all inputs and discards them. Another example is a stateful program that fails if it sees the same
input twice.

Composition. There are two fundamental ways to compose diagrams.

Sequential: given two morphisms f: X — Y and ¢g: Y — Z, we can form the morphism
f; g: X — Z which we depict by chaining the two corresponding diagrams horizontally:

X . Y z
e
Note that the type of the intermediate wires have to match. This can be thought of as
passing the outputs of the first procedure as inputs to the second.

Parallel: given two morphisms fi: X1 — Y7 and fo: X2 — Y3, we can form their monoidal
product f1® fa: X3 x X2 — Y7 X Ys, which we depict by juxtaposing the two corresponding



diagrams vertically:!

Intuitively, these represent two procedures that operate independently, in parallel. Note
that not all diagrams on multiple wires decompose as the monoidal product of multiple
diagrams; a generic diagram g: X; X X2 — Y7 X Y5 is represented as box with two input

and output wires:
X1 Y

X2 Yo

The reader will be familiar with this idea for ordinary functions: a map X; X Xo — Y1 X Ys
decompose into a monoidal product only if the ith output depends only on the ith input
for i = 1,2. In a general SMC, diagrams s: 1 — X7 X X5 may not even decompose into
the monoidal product of two sub-diagrams:

GES #

For example, when diagrams represent operations that involve randomness, s may produces
values that are not independent; s; ® so on the other hand produces independent outputs.

The diagrammatic notation absorbs equivalences that are not obvious with a symbolic syntax.
For example, (f1 ® f2); (91 ® g2) and (f1; 1) ® (f2; g2) are depicted in the same way:

X1 T&

Zy — e
2 Xo f2 iz

Similarly, all the axioms of monoidal categories, recalled in Figure 1, thereby become diagram-
matic tautologies.

X3 'z

>

1 V4

iy

w}”

S

]

Symmetry and wire crossings. In a symmetric monoidal category, we are also allowed to
cross an X-wire with a Y-wire using a special morphism 0’}/(, which we depict as follows:

X Y

>x

This can be thought of a special procedure that swaps its two inputs before returning them
as outputs. Crucially, these diagrams obey equational axioms guaranteeing that they behave

1We use the convention that the composition of two diagrams is depicted horizontally, from left to right, and
the monoidal product vertically, from top to bottom. Other authors prefer to use a convention where composition
is vertical from top to bottom or bottom to top, and the monoidal product horizontal, from left to right.



(f;9);h=1F;(g;h) f1®(f2®f3)=(f ® f2) ® f3

el = HaHa-

fiidy =f=idx; f ido® f=f=f®ido

= =—F == _

(f1® f2); (91 ®g2) = (f1; 91) ® (f2; 92)

Sl 2 {aHa 2
“HaHel X el 2

Figure 1: Axioms of monoidal categories and their diagrammatic counterpart.

o%; ox =idy ®idy (|dz®c) O'Y ox ; c®|dz)

Figure 2: Additional axioms for symmetric monoidal categories and their diagrammatic coun-
terpart.



as you would expect from their depiction as wire-crossings. In particular, two wire-crossings
composed sequentially are equivalent to (uncrossed) parallel wires:

X X x

In addition, diagrams can be pulled through wire-crossings in ways that their depiction as string

diagrams make obvious:
z Y z Y
X @ <z = x X @ z

Copying and deleting. For cryptographic applications, we work in a richer setting than
the plain symmetric monoidal case, with additional diagrams available, encoding additional
structure. The first is a diagram Ax: X — X x X, depicted as a black dot,

X
X
X ¢ x
and representing an operation which takes in a value, copies it and dispatches it to its two

output wires, much like in a standard circuit notation. The second is a diagram dx: X — 1,

also depicted as a black dot,

b'e
—e

and representing an operation that discards its input (and outputs nothing). Together, these
operations satisfy the cocommutative comonoid axioms, stating that

e copying the first copy is equivalent to copying the second copy, i.e. it produces three

identical copies:
ﬂé = Q (coassociativity)
 copying and discarding a copy amounts to doing nothing:
{ = = { (counitality)

o the two copies are identical so we can swap them:

—« X = —« (cocommutativity)

We also require copying and deleting to be compatible with the monoidal product in the following
sense:

X
X
XxY Y X
X XY XxY —e
Ty = x o le-ve
Y Y

10



It is helpful to think of a diagram as a structured program whose dataflow is implicit in
the wiring. Sequential composition corresponds to function composition; parallel composition
corresponds to forming tuples and evaluating components independently; copying and deleting
are here to manage variables. We now introduce more complex operations.

Boolean operations. Our case study operates on bitstrings so we will use freely standard
Boolean operations, such as & (XOR), A (AND), etc. We will also make extensive use of the
equality operation for a given type X, depicted as

X
B
x =F
which simply outputs the Boolean true if its two inputs are equal and false otherwise. In
addition, we will need an if-then-else (aka multiplexer) gate, depicted as

B

b

X

which outputs its second input if the first (Boolean) input is set to true, or its third input if
the first input is set to false.

In what follows, we will use common algebraic identities involving Boolean operations freely,
as axiomatisations of these operations already exist and are not our focus.

Probabilistic operations. Cryptography relies heavily on randomness. For this reason, we
will use a number of diagrams that manipulate probability distributions. The first is a

representing an operation which outputs uniform samples from X. The other two are

ﬂi@ and %

which constrain their inputs to be false and true, respectively. These can be understood as
programs that check whether their input have the specified value, allow the computation to
continue when this is the case, and fail otherwise.

We have studied the interplay of these probabilistic primitives with standard Boolean circuit
operations extensively in a previous paper [PTSZ25], and will rely freely on this work here.

Interlude: why string diagrams? A central motivation for our use of string diagrams is
the observation that cryptographic constructions involve probabilistic operations, and that these
form monoidal categories [Fri20]. These categories provide a setting that generalises standard

11



algebra in which stochastic maps can be composed: as we saw, sequential composition models the
chaining of probabilistic operations (for example, sampling then transforming), while monoidal
(parallel) composition represents independent processes. This categorical structure captures the
essential compositionality of probabilistic computation, as evidenced by the wealth of recent
work on categorical probability theory [Fri20, FGP21, Per23, FGPR23].

Crucially, in the probabilistic setting, operations like copying and discarding values are not
freely available. Intuitively, this makes sense: if f represents some probabilistic process (such as
flipping a coin), running f once and reusing its outcome in two different places is different from
running f twice (flipping a coin two times). In diagrammatic terms, the following two diagrams
are not necessarily equal:

Similarly, the possibility of failure implies that discarding the output of some operation f does
not mean that we could have dispensed with f in the first place. In diagrammatic terms, the
following two diagrams are not necessarily equal:

X . Y X o

This fundamental distinction means that the semantics of cryptographic constructions cannot
be captured by conventional algebraic syntax, which assume that variables can be duplicated
or ignored at will. In categorical terms, stochastic maps do not form Cartesian monoidal cat-
egories: the monoidal product is not the categorical product, unlike in, say, the category of
sets and functions. Attempting to model this behaviour in a symbolic syntax instead requires
significantly more complex machinery — bound variables, let-bindings, a-equivalence, and the
delicate management of linear versus non-linear substitution — all features which complicate
formal reasoning and mechanisation.

By contrast, string diagrams provide a natural and rigorous two-dimensional syntax for
reasoning about such processes. Diagrams eliminates the need for bound variables and sub-
stitution altogether. Notably, structural features such as conditional independence, margin-
alisation, and factorisation can be expressed and manipulated directly in the diagrammatic
language [FGHL" 23], making it particularly intuitive for human use.

Remark 1. The description of string diagrams can be made fully-precise by describing them as
equivalence classes of terms built from generators by sequential and parallel composition. Fixing
a collection of generating operations with specified input and output types, the diagrammatic lan-
guage described above may then be defined inductively as the free symmetric monoidal category?
generated by these operations.

Concretely, one defines: objects as formal tensor products of basic types, morphisms as
terms built inductively from generators using sequential composition and monoidal product, and
equations imposed only by the azioms of a SMCs (Figures 1 and 2).

2Technically, the free strict SMC generated by these operations.

12



In this presentation, string diagrams are not merely suggestive pictures but representatives
of equivalence classes of such terms. The graphical calculus is then sound and complete for
reasoning in the free SMC.

This formal viewpoint allows us to interpret diagrams in some target semantics using a
structure-preserving mapping, i.e., a symmetric monoidal functor defined inductively on gener-
ators and extended to all diagrams using the composition and the monoidal product in the target
SMC.

For the purposes of exposition, however, we continue to reason directly with diagrams, relying
on their well-established correspondence with the underlying inductive syntazx.

Stateful operations and streams. In line with the computational model, we want to think
of our diagrams as components in a protocol that can be called on a number of times by an
efficient adversary. For this purpose we will distinguish diagrams with two different kinds of
wires in our syntax: diagram with thin wires, representing an operation which can only be used

once,
X . Y
=

and thick wires, representing operations which can be reused as many times as the adversary

queries them, - -
— /=

When we define the semantics rigorously, operations of this type will denote a stream and
the objects X* and Y™* a sequence of objects. One way to understand a stream f is as the
composition of a head, f(1), specifying the operation of the stream at the first timestep, and of
another stream tail, f’, specifying the remainder of f:

X(l) Y(l)

f(1)

S *
oOX* QY

Intuitively, the notation X1 will indicate a type X of values which can be used at the first
timestep of the stream, while OX™* denotes a sequence of Xs, like X*, but shifted by one timestep.
The middle wire of type S can be understood as a form of state passed from the head of the
stream to its tail. In what follows, we will often specify the behaviour of certain operations using
this decomposition of a stream over X* — Y* into a first operation X() — Y () x § followed
by a stream S x OX* — OY™.

All of the primitives we have mentioned so far can be promoted in this way to reusable
operations with thick wires that can be called arbitrarily many times.

So far, however, all of our diagrammatic primitives represent operations that do not keep a
state across different rounds of execution. To truly take advantage of the stream semantics, and
to reflect cryptographic practice, we will also use stateful operations. We mention two that play
a central role in the rest of this report.

13



o First, we have

X+ m X+

which constrains all its inputs to be distinct. In other words, we can think of it as a
program that keeps its previous inputs in memory and fails if its current input is the same
as one it has already seen. This operation will be particularly useful when reasoning about
pseudorandomness. Note that we have it for all input types and will make extensive use
of it for pairs of inputs, depicting it as follows:

¢ Second, we have

X+ Y*

— R

which behaves like a (lazy) random dictionary: for every new input z € X, it samples some
output in Y uniformly and stores the pair (z,y); if it receives = again as input, it outputs
the same y. This is also known as a random oracle and will serve as an ideal model of a
(pseudo)random function in what follows.

Feistel cipher as a string diagram. Using these operations, we can see how the circuit
for the Feistel cipher is built as a string diagram. First, every round is of the form r; :=
(AB* ®idp+) ; (fi® 05r); () ®idp+), for some pseudorandom function f;. The string diagram
already conveys more directly the function of each round:

>

Then, with three round function fi, f2, f3, we can form the 3-round Feistel cipher by sequentially
composing these rounds (and adding a symmetry/wire-crossing in front to account for the extra-
swap of the inputs), ofg: ;713 T2; T3, OF

Y

Security for this construction typically means that it is pseudorandom, i.e., indistinguishable
from a random function to efficient adversaries. One way to restate this property is that the
Feistel cipher is indistinguishable from true randomness on distinct inputs. Diagrammatically,
we can express this requirement as follows:

14



Notice that the !-box remains on the rhs as it places a constraint on the kind of inputs that we
allow (they have to be distinct). Our aim below is to:

o define a symmetric monoidal category in which to interpret the diagrams in (1), ¢f. Sec-
tion 4;

« identify a manageable set of axioms that we can use to derive (1) by reasoning equationally
at the level of the diagrams themselves, cf. Section 5.

4 Semantics

We now explain the kind of operations our diagrams are intended to represent and organise
these into a symmetric monoidal category, as required to use string diagrams.

4.1 A categorical semantics for cryptographic constructions

Cryptographic constructions and proofs make fundamental use of randomness and it is well-
known that various kinds of maps which incorporate randomness can be organised into sym-
metric monoidal categories. We recall here briefly how this is done, as this will constitute the
basis on which we will build progressively more complex semantics, able to accommodate the
cryptographic constructions we care about here.

Substochastic maps. In this report, a subdistribution over a set X will refer to a finitely-
supported map ¢: X — [0,1] such that Yy ¢(x) < 1. A distribution is then a subdistribution
¢ for which >, cx ¢(z) = 1. We will write (sub)distributions as formal sums ), ¢(z) |z),
omitting the elements of X for which ¢(z) = 0, and call DX (resp. D<1X) the set of all
distributions (resp. subdistributions) over some finite set X.

A substochastic map f: X — Y is an ordinary map X — D<1Y. Currying the Y component,
we can think of f as a map f(—|—): ¥ x X — [0,1]. As with distributions, a substochastic
map is stochastic when 3, f(y|z) = 1 for all z € X. Notice that any map f: X — Y can be
promoted to a stochastic map X — Y given by z — |f(z)) for all z € X.

We can also interpret a substochastic map f: X — Y as specifying a conditional subdis-
tribution: f(—|z) gives a subdistribution over Y for each z € X. The composition f ;g of two
substochastic maps f : X — Y,g: Y — Z is given by summing over the intermediate variable
as follows:

(f59)(zle) = Y 9(2ly) f(yl2)
yey
The identity substochastic map idx: X — X is simply the Dirac delta é,: = — |z). Sub-
stochastic maps with these operations define a category, which we call Stoch<; [MP22].

For two subdistributions ¢ € D<1X and p € D<1Y, we can form the product subdistribution

¢ ®p € D<i(X x Y), given by (¢ ® p)(z,y) = ¢(z) - p(y). We will write |zy) = |z) ® [y) so

15



that (3, o(z) |2)) ® (3, p(¥) ) = s, @(x)p(y) |zy). The same operation can be extended to
conditional distributions, that is, to substochastic maps fi: X1 — Y7 and fo: X2 — Yo, giving
(f1 ® f2)(z1,22) = fi(z1) ® fa(z2). This makes Stoch<; into a symmetric monoidal category,
with the Cartesian product of sets as monoidal product, the singleton set 1 = {e} as unit, and
the symmetry o5 : X x Y — Y x X given by o5 (z,y) = |yz). Stochastic maps out of the unit
1, e.g. 1 = X, correspond precisely to distributions over X.

Note that D(1) = 1 and therefore, there is only one stochastic map ex: X — 1 for any set
X, given by ex(z) = |o). Moreover, there is a canonical diagonal substochastic map inherited
from the Cartesian product of sets: Ax: X — X X X given by Ax(z) = |zz) := |z) @ |z). Tt
is important to note that f; Ay # Ax;(f X f) in general—we say that arbitrary substochastic
maps cannot be copied. We have hinted at this earlier: sampling twice from a distribution
produces two independent outcomes; it is not equivalent to sampling once and using the result
twice. Stochastic maps that do satisfy f; Ay = Ax;(f X f) are precisely the deterministic
maps, that is, maps for which f(z) = |y) for a single y € Y.

Similarly, not every substochastic map f: X — Y satisfies f;ey = ex. Those that do are
precisely the stochastic maps, since (f;ey)(z) = Y ex f(ylz) = 1 = ex(z). Such maps are
often called discardable or causal [Fri20, CJ19].

Efficiently-computable substochastic maps. In cryptography, we care about operations
that can be performed efficiently, that is, with polynomially bounded resources. To follow
this requirement, we will work with efficiently-computable (sub)stochastic maps: sequences of
substochastic maps in some parameter A, which we call the security parameter, and which can be
implemented by a probabilistic Turing machine running in time polynomial in A [BK23, Section
7.

Definition 1. Let EffStoch<; be the category whose objects X = {X)}ren are sequences of
finite sets and morphisms f: X — 'Y are efficiently-computable substochastic maps {fx: X\ —
Y }aen, the composition of compatible morphisms f;g is computed componentwise fx;gx in
Stoch<i, and identities idx: X — X are the obvious sequences of identities X\ — X).

This category can be equipped with the structure of a symmetric monoidal category (SMC)
with monoidal product given componentwise in Stoch<y, i.e., for each value of the security para-
meter X\, by the cartesian product of sets on objects and the tensor product of substochastic
maps on morphisms [BK23, Section 7.1]. We write 1 for the sequence of singleton sets which
constitutes the monoidal unit for this SMC, and O')Y( for the symmetry X XY — Y x X lifted
componentwise from the symmetry in Stoch<;.

Note moreover that EffStoch<; inherits the structure of a copy-discard (or gs-monoidal) cat-
egory from Stoch<1, with structural maps Ax: X — X x X (copy) and 6x: X — 1 (discard).

Remark 2. To be more rigorous, following the work of Broadbent and Karvonen [BK23], we
should define objects themselves as efficient sequences of finite sets: sequences of injections
{{(=)n: Xx = {0,1}*}}ren where {0,1}* denotes set of words over {0,1}, each X, is a finite
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set and the characteristic function of (X)) C X\ is computable in polynomial time. These serve
as encodings of sets in bitstrings in order to define polytime computability more rigorously.

Then, efficiently-computable substochastic maps f: X — Y are those sequence of sub-
stochastic maps for which the sequence defined by (f))({(x)) = (y) can be computed in polynomial
time. In this context, the monoidal product is defined relative to an efficient bijective pairing
function < —,— >: {0,1}* x {0,1}* — {0,1}*.

In what follows most of our types are bitstrings, equipped with the obuvious injection into
{0,1}*. Thus, to avoid complicating notation unnecessarily, we leave out encodings (—) from
our definitions.

Stateful maps. Most cryptographic protocols unfold over multiple rounds of interactions
between the different parties that may maintain some state. Moreover, adversaries can call com-
ponents adaptively during the course of the protocol. For this reason, we move from (efficiently-
computable) substochastic maps to stateful substochastic maps that maintain a memory.

We use the state-construction from the work of Di Lavore et al [DLGR*23] to construct a
SMC of stateful, efficiently-computable substochastic maps.

Definition 2. A stateful map of type X — Y is the data of a sequence of (finite) sets S, an
efficiently-computable substochastic map of type X x S —Y x S and an element of S (that is,
for each Sy ), which we call its initial state.
Stateful maps form a SMC St(EffStoch<1) [DLGR* 23, Definition 3.9 | with composition
given by
(f xidr) ; (idy X 0?5:) ; (9 xidg) ; (idz X 0‘75:)

and monoidal product given by
(iXm X 039(12 X idsz) ; (fix f2); (idy1 X agf X idsz)

As string diagrams in the SMC EffStoch<;, we can visualise composition and monoidal
product of stateful maps as follows:

Y X1 Y.

5 f g 5 2 =) 2
T T 51 51
Sa S

Intuitively, every stateful map f with state space S and initial state sy generates a monoidal
stream whose head is given by (partially) applying f to the initial state and whose tail is given
by applying f thereafter.

Streams. Stateful maps are too intentional: they keep track of information that is invisible to
an external agent able to feed it inputs and observe its outputs. Eventually, we want to identify
streams that are indistinguishable to an (efficient) adversary. A useful intermediary step is
to drop the requirement that adversaries be efficient and think of stateful maps as monoidal
streams, the definition of which we adapt below for our purposes [DLDFR25].
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Definition 3. [DLDFR25, Definition 7.1] A stream f: X — 'Y is given by a sequence of objects
of EffStoch<1 {S(n)}nen with S(0) = 1, called the memory of f, and a sequence of efficiently-
computable substochastic maps’

{f(n): X(n) x S(n—1) = Y(n) x 5(n)tnenn>1

quotiented by dinaturality in S(n), i.e., by the equivalence relation f ~ g generated by the
existence of an efficiently-computable substochastic map r: T(0) — S(0) such that

i) f(1) =g¢(1); (idy x 1),
it) (idx xr)-f'~¢,
where f'(n) = f(n+1) and h- f is given by (h- f)(1) = h; f(1) and (h- f)(n) = f(n) forn > 1.
Streams can be organised into a SMC Stream, whose composition, identities, monoidal product,

unit, and symmetries are all computed component-wise as in St(EffStoch<1) [DLDFR25, The-
orem 7.12].

Abusing string diagrams in EffStoch<;, we can visualise streams as diagrams with holes
(dashed boxes) extending infinitely to the right:

o= | f(n) 2)

— — — o o o

)

— (@)

Here, the holes indicates where the environment (e.g. an adversary, another stream...) may
interact with the stream in between two timesteps. This notation also clarifies the meaning
behind conditions %) and ) in Definition 3: if f ~ g then there exists r such that

— [T [ T T i [
=Wy S 0] e P
—— o[ T
= o [ T e[

3Note that efficiently-computable substochastic maps are themselves sequences in the security parameter ),
so we are effectively working with sequences of sequences here. The two layer of indices play different roles and
should not be confused, however: the A allows us to measure and bound the amount of computational resources
available, while the second index n represents the number of queries or call to a given stateful component.
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Efficient streams. Streams are too general, as they allow for arbitrarily complex changes of
types and behaviour between different components of the same stream. In line with the require-
ment that all parties of a cryptographic protocol only access limited computational resources
(i.e., perform operations that are computable in polynomial time in the security parameter), we
often prefer to work with streams that are generated by efficiently-computable stateful maps, in
the following sense.

Definition 4. Given some object of EffStoch<1, let X* be the sequence defined by X*(n) = X
for alln > 0.

The stream (S, f,s0)*: X* — Y* generated by a stateful map (S, f,so) is the sequence
{f1): X 2 Y xS}U{f*(n): X" xS = Y™ X S}t,>1 defined inductively by

f*(1) :=(idx x s9) ; f
*(n+1):= f*(n); (0}? X ids) ; (idyn X f) 5 (U)Y/n X ids)
We call streams generated by a stateful map efficient.

We can picture the definition above using string diagrams in EffStoch<;:

X Y X
— Q)]s = Y
xn+1 yn+l X Y

S re s = S -

Using the intuitive notation of (2) for streams, we can visualise the stream generated by (S, f, so)
as follows:

Proposition 1. Given two stateful maps (S, f,s0): X =Y and (T,g,t0): X — Z, let
(S, f:50); (T,9,%0))" = (S, f:50)"; (T, 9, t0)"
Moreover, given two stateful maps (S, f1,81): X1 — Y1 and (S2, f2,s2): X2 — Yo,
((S1, f1,81) X (S2, f2,82))" = (51, f1,81)" X (S2, fo, 82)"
Corollary 1. Efficient streams form a sub-SMC EffStream of the SMC Stream.

We will also need to see any ordinary (non-stateful) efficiently-computable substochastic map
f: X Y as stream f*) with trivial memory whose only non-trivial component is the kth one.
In particular, f() acts like a component in a protocol that can only be called once as f at the
first timestep and is not available thereafter.
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Definition 5. For some k € N and object X, let X*) be the sequence given by X ("’)(n) =X
forn <k and X®(n) =1 for n > k.

Moreover, for some efficiently-computable substochastic map f: X = Y, let f*): X&) (n) =
Y ®)(n) be the stream with memory 1, f®)(n) = f for n < k and for which all other components
are f®)(n) =idy: 1 =1 forn > k.

We also use the notation OX for the sequence of objects given by OX (1) =1 and OX(n) =
X(n—1) forn > 1. Similarly, let Of is the stream given by Of(1) =id; and Of(n) = f(n—1)
forn > 1.

Finally, given some stream f: X — Y, let f<k: X®) — Y &) pe the stream given by
fSk(n) = f(n) forn < k and f<*(n) = id; for n > k. In other words, f<* only allows k
calls to f or truncates it after the kth timestep. Note that for an efficient stream generated by
the stateful map (S, f, so), we simply write (S, f,s0)<F for the stream ((S, f, s0)*)=F.

As we said before, streams are too general for our purpose and we will only consider those
that are generated by some efficient stateful and non-stateful substochastic maps, as given by
the last two definitions. Characterising precisely the subcategory of Stream generated by these
is an interesting open problem.

Open Problem 1. What is the right category of efficiently-computable streams?

Conjecture 1. The right category of efficiently-computable streams are those with a finite prefiz
whose components are all given by efficiently-computable substochastic maps and whose tail is
generated by some stateful efficiently-computable substochastic map.

Coinduction. Working with streams allows us to reason on our semantics using the principle
of coinduction. In particular, we will use this principle here to show that two streams f and
g are equal by exhibiting some binary relation R — called a bisimulation — that contains the
pair (f,g) and such that, if (s,t) € R then s(1) = (1) and (s/,t') € R. When this is the
case, we have shown that R is a subset of the equality relation on streams and therefore that
f = g. In practice, when reasoning with the diagrammatic syntax, we will not need to specify
the bisimulation R explicitly; instead, the bisimulation will appear as a coinductive hypothesis to
which we appeal in the middle of an equational derivation. At that point, coinductive reasoning
may feel strange, as if we are missing a base case, but it is a fully rigorous way of reasoning about
streams [JR11]. This proof method is particularly useful when the streams that we manipulate
are themselves defined coinductively, i.e., by specifying their head f(1) and their tail f’. This
is useful, because, as we will see, some of the key components in our motivating example can be
defined in this way. See Section 5.2 for more details and Section 5.3 for examples of this form
of reasoning with diagrams.

However, coinduction is only useful to reason about equality of streams; in cryptography, we
often care about a coarser form of equivalence, defined in reference to adversaries with bounded
computational resources, as we now explain.
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Computational indistinguishability. Game-based cryptography relies on the notion of an
efficient adversary whose aim is to distinguish two protocols. We formalise this notion in our
setting.

Definition 6. A distinguisher a[—] of type X — Y is a sequence of efficient substochastic maps
{ax(?): Ax(i — 1) x Y5(i — 1) = Ax(3) x Xx(¢)}reni<i<e—1 (notice the swapping of domain and
codomain), an initial state ax(0): 1 — Ax(0) X X(0) and a final predicate ag) : Ay XY (£) —
1, where £ = £y (as a function of \) is bounded by a polynomial in A.

Definition 7. Given a stream f: X — Y and a distinguisher a[—] of the same type, let their
interaction a[f] be the sequence {a[f],}ren given by:

(ax(0) x sg,x); (id 4, 0) X fa); (@x(1) X idg,); ... (ida, @e—1) X £2); (@r(£) X 6s,)

Using string diagrams in Stoch<i, a[f], : 1 — 1 can be depicted as

ax(£)

ax(0) Jaa(1) L _lae-1) ]

A1) h@| r(f)

Note that this is a scalar, that is, a diagram of type 1 — 1 where 1 = {e} is the unit of
the monoidal structure in Stoch<;. In this SMC, scalars are simply real numbers in [0,1] (a
subprobability), so a[f] gives a real number for each A € N. Specifically, the interaction of f
with a[—] at A is given by the subprobability of the composite in which the distinguisher a[—]
calls f £)-many times.

To see that a[f] is well-defined, consider g such that f ~ g. Then, there exists r: T'(0) — S(0)
such that

i) f(1) =g(1); (idy x7),
i) (idx xr)-f'~g,

Recall that f'(n) = f(n+1) and h- f is given by (h- f)(1) = h; f(1) and (h- f)(n) = f(n) for

n > 1. Then, for every A\, we have

ax(0 Ja(@) [ . Jae-1) ——ax(®)
@\ (1) H2) nO
_ ( a}\(o) a>\(1) | L : a)\(ﬁ — 1) | L a)\(e)
(1) ] N N
= (a\(0) | | ax(1) _ ae=-1[ __lax()
gx(1) ] N@) | nO L
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=(ax(0) [ Clax(1) | _ ae=-1 __lax(®)

gx(1) 2| NN

Recall that a function (of the security parameter \) is said to be negligible if it is asymptotically
less than the inverse of any polynomial.

Definition 8. We say that two efficient streams f,g: X — Y are computationally indistin-
guishable if, for any distinguisher a[—] of the same type, the function |a[f] — a[g]| is negligible.
In this case, we write f =~ g.

Open Problem 2. Can we find a coinductive characterisation of computational indistinguishab-
ility?

Such a characterisation would help to extend coinductive reasoning to indistinguishable
streams. It is likely that finding a coinductive definition of indistinguishability will require us
to work in a quantitative setting in order to keep track of how much an efficient adversary is
allowed to unfold a given stream. We will discuss potential concrete steps in this direction in
Section 6. Alternatively, we could define a relation as a greatest fixpoint that 1) is included in
~ and 2) contains the examples we care about. Once again, we leave this for future work.

Recall that a congruence is, roughly-speaking, an equivalence relation that is compatible
with some algebraic operation. Thus, =~ is congruence for composition of streams if, whenever
f~ f'and g = ¢’ we also have f; g ~ f'; ¢’. Similarly, ~ is a congruence for the monoidal
product of streams if f; ~ f] implies fi ® fo = f] ® f5. Intuitively, these two properties will
allow us to reason about computational indistinguishability compositionally (that is, locally on
diagrams). The proof of the following theorem is in Appendix A.1.

Theorem 1. Computational indistinguishability is a congruence for composition and the mon-
otdal product in Stream. In other words, the structure of SMC lifts to streams up to the equival-
ence relation =.

The following lemma is immediate and will be useful to reason on streams by induction (see
Section 5.2)

Lemma 1 (Prefix equivalence). For any two streams f: X — Y, if f<* ~ gS" for alln €
N,n > 0, then f = g.
4.2 Interpreting diagrams as streams

To distinguish syntax and semantics more cleanly, we define a mapping [—] from diagrams
to Stream, the SMC of streams. As explained in Remark 1, our diagrammatic language can
be organised into a formal syntax, freely-generated from the generating operations covered in
Section 3. In principle, then, the semantics may be defined formally as a symmetric monoidal
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functor from the syntax to Stream, specified by its action on generators and extended inductively
using the composition and monoidal product in Stream. The interested reader will find more
details in introductory texts [PZ25].

In general, we use thick lines to represent the identity streams over objects which have
infinitely many non-trivial components and thin lines for the identity stream over objects that
have a single non-trivial component (usually at the first timestep). For example, the identity
stream over the object B*(n) = {B*}en for every n € N or, equivalently, the stream generated
by the identity stateful map over B, with trivial memory 1 = {e} ¢y, is represented as follows:

[{B;*ﬂ =idg+ = (1,idp, )"

Similarly, the identity over the object OB* — the identity stream over B* shifted by one timestep
— is represented as a labelled thick line:

[[ OB* ]] — i

We use thin lines to represent the identity stream over B(1), given by B()(1) = {B*}xen and
B (n) = 1 for every n > 1:
B(1) .
[[ ]] = idg)

Note that BA) x OB* = B*.
For any stateful map f, we draw the following diagram with thick wires, to denote its

iteration f*: X* - Y™
X* Y*
— =

As it is clear from the type that this diagram represents the iteration f*, we write f as the label
for the box (instead of f*). Similarly, we depictO [f] and f<" for n > 1, respectively, as

OX* oY* x(n) y(n)
= I
x (1) x 1)

— I

The reader familiar with string diagrams or category theory might find it strange that we give
the same name to diagrams with different types; this is meant to suggest that these diagrams
all represent the same stateful operation, potentially truncated, or shifted by some timesteps,
etc., so that their interpretation is fully determined by the label f and the type of the wires.
In what follows, L denotes the everywhere-zero subdistribution (for simplicity, we use the
same notation for the everywhere-zero subdistribution over any supporting set), and d(x) denotes
the the Dirac delta at x, the probability distribution which is entirely supported at some element

and f<! with thin wires as
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x. We also write U(X) for the uniform distribution over some finite set X and represent it with

a $-box (with no input):
614] ~u

We now define a stream which forces its inputs to all be distinct. It will be defined as the
stream generated by the following stateful map, for any object X: let !(—): X x P(X) —
X x P(X) be the stateful map with () as initial state, and given by

\(z,5) = {5(w,SU{x}) if ¢§

1 otherwise
Here P(X) acts as a memory of previous inputs; !(z,S) then fails if z has already been seen;
otherwise it returns x and adds it to the memory. Note that, despite the presence of the
powerset P(X), this gives an efficient sequence of substochastic maps, since !(—) adds at most
one element to its memory at each interaction with the environment, resulting in a memory that
grows linearly with each input (and the initial state is the empty set). Then, we can define

] = o, o

We now define a stream that behaves as a lazy random dictionary R: when a given new
input R samples a new output uniformly and adds the pair to its memory; when given an input
it has already seen, it returns the output chosen previously. Formally, let R: X x P(X xY) —
Y x P(X xY) be the stateful map with () as initial state for every A\ € N, and given by

i(y, S) if there exists y s.t. (z,y) € S

R(z,S) = { .

U{(y,S) U{(z,y)}) |y €Y} otherwise
Here P(X x Y) acts like a memory of previous input-output pairs. Note that R(z,S) is well-
defined: the y in the first case above is necessarily unique if it exists, since only one such vy is
sampled in the second case. Once again, this can be implemented efficiently, since the memory
only grows linearly with each input (and we start from the empty set as initial state). Note that
this can also be thought of as random function X — Y sampled uniformly among functions of
this type. Then, we can define

[*{RFE] = (P(x x X), R,0)"

We can also define the monoidal streams generated by ! and R coinductively—these defini-
tions will serve as axioms in the following subsection. For this we first need a few more auxiliary
functions that we will use throughout.

As explained in Section 3, we will use standard Boolean operations, such as =, A, etc. We
will also use the same notation for their counterpart as stateful maps/monoidal streams, instead
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*, etc. The semantics of if-then-else gate/multiplexer for each

of the more cumbersome —*, A
type X, is given by:

B
o if b=t
X x|| (b,2,1) = (x) 1 rue
X d(y) if b= false
The semantics of the map {(—)=(—): X x X — B}, for each type X encodes the equality of

elements of type X:
X

E _ Jo(true) ifz=y
X | &(false) otherwise
Let {[PL@H : B— 1}>\€N be the (memoryless) stateful map given by

d(e) if z =true

EDIICE {L

In other words, [{ﬂ is the substochastic map that returns the only possible probability

distribution over 1 = {e} when its input is the Boolean true, and the everywhere-zero subdis-
tribution otherwise. Note also that its domain is B independently of the value of the security

parameter \. Similarly, we can define [[%ﬂ as [{ﬂi@ﬂ (z) = [[ﬂ ().

The following stream allows us to repeat a value at every position of a stream: it only takes
a single input € X at the first timestep (and only e € 1 at every subsequent step) and outputs
this x at every timestep.

if x = false

X OX* _J(@,z) ifn=1
[{ ﬂ (n)(@,s) = {(s, s) ifn>1

We will commonly combine this stream with copying and use the following syntactic sugar to
simplify diagrams:

X0 —e2X A x(1) oX
— = 0 = o = e

Finally, any composite diagram can be interpreted using the following rules for composition
and monoidal product:
X Y z X Y Y z
S = ] e
X1 . Yl
f1 X Yi X2 Y
o) = [ [ A
where ‘;” and ‘®’ above denote composition and the monoidal product in the SMC of streams
(Definition 3).
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5 Diagrammatic Reasoning

5.1 Equational Theory

In cryptography, many statements concern objects which grow sufficiently fast or are sufficiently
large, asymptotically—we define this notion formally below.

Definition 9. We call an object X = {X)}ren of EffStoch<; sufficiently large if the sequence
| X\| is asymptotically larger than any polynomial.

For example, B = {B*} is sufficiently large, and so is {X*} for any set of cardinality | X| > 1.
Note also that X() x OX* = X* for any object X. This equivalence allows us to characterise
the behaviour of a given operation, e.g., f: X* — Y™, coinductively by specifying its head
fA): XM - Yy x S and its tail f': § x OX* — OY*. In other words, as explained in
Section 3, we can see a stream f: X* — Y™ as a the composite of its head and tail:

X0 _ y@®  x@ Y

x* 7 v e o = . f(1) s e (f-unfold)

In diagrams, we will freely identify X() x OX* and X*, even though the two are not strictly
equal, only isomorphic. To be more formal, we should introduce the isomorphism between
XM x 0X* and X* and its inverse explicitly. These are a well-known trick to deal with string
diagrams for non-strict SMCs [WGZ22, Car22], but they would only play a very minor role in
this report, not to mention increase the notational burden. For this reason, we omit them.

Axioms. As in our semantics, we use two different equivalence relations on diagrams: = and
~, capturing equality of streams and computational indistinguishability respectively. We will
assume that any equality f = g implies f ~ g so that equality refines indistinguishability. Our
axioms are the following:

1. any equality between substochastic maps,
2. for any X and Y,

* * X
X_‘ '_X = Ox* ’H D X (!-unfold)

x® y®

* *

X.Y _

(R-unfold)
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3. for any sufficiently large X,

x@® =
ox* 8] OX* R OX* ] g ! x® (birthday bound)
ox*

Let us offer a few clarifying comments. For the first item, we do not give axioms for substochastic
maps explicitly as this is not the focus of this work. The interested reader can find a complete
axiomatisation of substochastic maps between sets of the form B™ in previous work by two of
the authors [PTSZ25], or in a recent paper by DiGiorgio, Sobocinski, and Voorneveld [GSV26].
In what follows we will make extensive use of simple Boolean identities involving conjunction,
if-then-else gates, true, false, the ability to delete certain causal maps, and other classic prob-
abilistic equalities, such as the one-time pad:

H—=—o (one-time pad)

The second item lists two axioms that allow us to unfold ! and the random dictionary* R.
We think of these axioms as stream equations in the style of Rutten’s stream calculus [Rut01],
where the first component (on the top wires) defines the head and rest (on the bottom wires)
defines the tail of the stream.

Finally, the last item is the only properly cryptographic axiom we use: it is a diagrammatic
translation of the fact that, given some value x from some sufficiently large X, if we sample
another value uniformly from X we are very unlikely (negligibly so, if the size of X grows
faster than any polynomial) to sample x specifically. This last axiom can be seen as a key
distinguishing feature of cryptography from plain probability theory and is where the existence
of sufficiently-large sets and bounded computational resources comes into play.

Formally, = and ~ are the smallest congruences (with respect to composition and the mon-
oidal product) that contain the axioms above. In practice, this means that we can reason
equationally with diagrams as in a two-dimensional generalisation of standard algebra: to apply
an equality [l = r (or [ =~ r) in a diagram d, we need to identify the lhs / as a subdiagram within
d and replace it with the rhs r:

= W] = s}

However, basic equational reasoning is insufficient to handle more intricate security proofs, for
which we may need to exploit specific properties of streams. For this reason, we will also reason
using induction and coinduction, as we now explain.

“The unfolding axiom for the random dictionary R was inspired by a blog post [Mei23] in which several ideas
related to this report also appear and for which its author also deserves credit.
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5.2 (Co)inductive Proofs with Diagrams

In this work, we use two high-level proof methods. These could be phrased more formally as
axiom schemes, but we prefer an intuitive high-level description of how to apply them, and will
illustrate their use through examples in Section 5.3.

Coinduction. The first is coinductive and we use it to reason about equality of streams.
Assume that we want to show that two streams f and g are equal. As explained in Section 4.
To do so coinductively involves building a bisimulation relation R that contains the pairs of
diagrams that we want to show equal, usually of the form

X* Y* X* Y*\ [(OX*[;]0Y* OX*— OY*

R={(Hs=He) (HiE SHeg =) -
Proving that R is indeed a bisimulation involves showing that, if (f,g) € R then f(1) = g(1) and
(f',4") € R. However, in practice, we do not build a bisimulation explicitly, but use equational
reasoning with what we call a coinductive hypothesis: we start from f, use our axioms to unfold
the behaviour of f, and, under the assumption that f’ = ¢’ (the coinductive hypothesis), derive
g. For a concrete use of this principle, we invite the reader to jump to the proof of Lemma 2
below.

Induction. The second principle, induction, will undoubtedly be more familiar to the reader.
We use it chiefly to establish that two streams are indistinguishable. At the level of diagrams,
to show that f = g, we first prove

x ) y@) x (1) y(@)
- gt

for the base case, and then we prove

x(n) vy (n) - x(n) y ) X (n+1) y (n+1) ~ x (n+1) y (n+1)
T S XU  Npe  xegpe

for the inductive case. Note that this shows that f<" ~ ¢g=" for all n > 0; by Lemma 1, this
allows us to conclude that f =~ g as we wanted. For a concrete use of induction, we invite the
reader to jump to the proof of Lemma 3 below.

Remark 3. Interestingly, our proofs by coinduction and induction below look very similar.
This lends credence to the possibility of finding a common formal framework for both, possibly
by developing a (quantitative) coinductive characterisation of computational indistinguishability,
cf. Open Problem 2.

5.3 Auxiliary Results

Before turning back to our motivating example, we demonstrate how (co)inductive diagrammatic
reasoning operates on some useful intermediary results.
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The first is a simple lemma, stating that it does not matter which branch of a copy a !-box
is placed—in all three possible choices, the constraint that all inputs be distinct is enforced in
the same way. The proof of this statement proceeds by coinduction, following the pattern laid
out in Section 5.2, and serves as a paradigmatic example of this form of reasoning here.

X+ X X+ X X+ X
Lemma 2. “q( o = G = X
Proof. By coinduction:

. X* X
X—m—@* = OX* T l =Y (-unfold)

M ,
= OX* (coassociativity)
[!]

o ,ﬁH D

= OoXx* (coinductive hypothesis)
!

x (1)

= OXx* | ’H B (coassociativity)
[!]
X*

- X_@ (I-fold)

The second equality can be derived from the first one using the cocommutativity of { O

The following lemma is a diagrammatic version of the birthday bound argument, stating
roughly that, for a sufficiently large set, we can safely assume that we will never pick the same
value twice by sampling uniformly (or rather, that the probability of doing so is negligible).
Alternatively, it states that sampling without replacement is indistinguishable from sampling
with replacement. Its proof illustrate the induction proof method of Section 5.2.

Lemma 3. ~

Proof. We cannot use coinduction here, as this statement involves indistinguishability. We prove
the lemma by induction instead. First, the base case is immediate, as ') : B®) — B is simply
the identity. For the inductive case, assume that

B(n) B(n)
~
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for some natural number n > 1; then, we have

B

GHIE™ = OB B+ =2 BM x oB™)

J=HY

1] OBM
CI=HY o

OB

(~unfold)

(induction hypothesis)

Q

B

%

OB (birthday bound)

?

B(n+1) (E(n+1) o~ ]B(l) % OB(n))

-

O

In this report, we are not just concerned with random functions, like R, but with pseudorandom
functions. In diagrammatic terms, we define a PRF to be any diagram f: X — Y which is
indistinguishable from R: X —» Y.

Definition 10. A diagram f: X — Y is a PRF if

~ (PRF)

In a SMC equipped with copying, there is a standard notion of deterministic maps: they are

those that satisfy
f
A -

Semantically, these correspond to streams whose components map each possible input to a single
output with probability 1. As we can see, a random dictionary is not deterministic in this sense,
since, for a given input z, it samples its output y randomly. However, when queried a second
time with x, it will always respond with y. In this report, we are interested in this second form
of determinism, which we call sequential determinism. Intuitively, a sequentially-deterministic
stream f: X — Y is one which, when fed the same input twice, will produce the same output.

Definition 11. A diagram f: X* — Y™ is sequentially-deterministic if

y(@)




and O* is sequentially-deterministic.

Note that the two boxes labelled with f in the above definition have different types: the top
one denotes [f]=!: X — Y1), which behaves like the head of [f] for the first timestep only
(and as idy: 1 — 1 thereafter), while the second represents O [f] : O X* — OY™* (Definition 5).

Proposition 2. Sequentially-deterministic diagrams are closed under composition and monoidal
product.

In a SMC with a deleting operation, there is a standard notion of causal map: they are those
for which discarding their output is equivalent to not having performed them at all. The term
causal refers to the fact that such maps do not impose constraints backwards, on their inputs.

Definition 12. A diagram f: X — Y is causal if it satisfies:

X.Y :X4.

For example, R is causal, while % and ! are not causal.

The following characterises what it means for a PRF f to be secure: if we feed distinct inputs
f, its outputs will appear independent and uniformly distributed to any efficient adversary. In
fact, if f is also sequentially-deterministic and causal, this property is equivalent to being PRF.
The proof of this lemma is in Appendix A.2.

Lemma 4. (i) If f: B* — B* is a PRF, then

“H P ~ e G}— (3)

(i) Moroever, if f is sequentially-deterministic and causal, then the converse holds, i.e., equation
(3) implies that f is a PRF.

The following lemma is the most technically challenging step in the proof of security of
the Feistel cipher and contains the core of the combinatorial arguments in Luby and Rackoff’s
original paper [LR88]. In plain English, it states that if f is a PRF and the pair of inputs to the
function g : (z,y) — f(x) @y are all distinct, then its outputs are also all distinct. Another way
to phrase this is that g is a universal hash function [Ros26, Chap. 11]. As usual, the distinctness
of the stream of values represented by a certain diagram is enforced using the !-box (for pairs
in this case). The reader interested in its diagrammatic proof will find it in Appendix A.2.

Lemma 5. For f: B* — B* a pseudo-random function, we have

B* B*
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5.4 Motivating Example Revisited

We now turn back to our motivating example, the 3-round Feistel cipher and prove its security.

Theorem 2 (Luby-Rackoff, 1988). If fi, fa2, f3 are PRFs, then

B* — B*
B* |g| B*:=

is a PRP.

Proof. That it is a permutation with the following inverse is easy to show:

f3 fa fi

Moreover, by Proposition 2, g is clearly sequentially-deterministic since all its components are.
Thus, by Lemma 4 (%) it suffices to show that, on distinct inputs, the outputs of the Feistel
cipher are indistinguishable from uniform randomness:

fi fa f3

(Lemma 5)

(Lemma 2)

(Lemma 4)

(one-time pad)

(Lemma 3)

(Lemma 4)
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~ :m:: Gl (one-time pad) ;(delete)

6 Discussion and Outlook

The framework developed in this report represents a first step toward an algebraic reformulation
of game-based cryptography. While we have focused on the 3-round Feistel construction as a
central case study, the diagrammatic and categorical machinery introduced here is more general.
In this section we outline several research directions that build on the present work and illustrate
its broader potential.

Extending the framework. The Feistel construction illustrates how game-based arguments
can be decomposed into local diagrammatic transformations. A natural next step is to extend
this methodology to a broader class of constructions, ranging from symmetric-key primitives and
hashing schemes to asymmetric cryptography, authentication mechanisms, and zero-knowledge
protocols.

Extending the framework in this way would make it possible to identify reusable axiom
schemes and proof patterns. Many arguments are expected to reduce to combinations of stream-
unfolding laws together with a small number of probabilistic approximations, such as birthday-
type bounds. A systematic study along these lines could lead to a library of compositional proof
principles for cryptography.

Axiomatic unification across models. Beyond individual constructions lies a more con-
ceptual objective: to isolate which aspects of security arguments are genuinely model-dependent
and which are structural. The framework developed here deliberately separates syntax from se-
mantics. The same diagrammatic language may therefore be interpreted in different symmetric
monoidal categories: efficiently computable substochastic maps for the classical computational
model, unrestricted stochastic maps for information-theoretic settings, algebraic terms for sym-
bolic Dolev-Yao models, or completely positive maps in a quantum setting. Security proofs then
take the form of derivations in the free symmetric monoidal category modulo a chosen collection
of axioms.

This perspective suggests a programme of comparing models functorially. Given two se-
mantic categories interpreting the same syntax, one may ask which diagrammatic equalities
and indistinguishability relations are preserved under change of interpretation. In this way,
relationships between information-theoretic and computational security, between symbolic and
computational soundness results, or between classical and quantum security notions can be
studied at the level of structural principles rather than individual constructions. The long-term
ambition is to articulate a shared diagrammatic core spanning multiple cryptographic domains,
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with model-specific assumptions appearing explicitly as axioms whose validity can be analysed
independently. In this sense, the project aims not only to formalise proofs but also to provide a
substrate-independent language for comparing cryptographic models.

Unifying proof methods: towards coinductive indistinguishability. A central technical
challenge emerging from this work concerns the nature of computational indistinguishability it-
self. Equality of streams admits a coinductive characterisation via bisimulation. Computational
indistinguishability, by contrast, is defined through quantification over polynomial-time distin-
guishers. Developing a coinductive characterisation of indistinguishability would therefore allow
the different proof principles used in this work to be unified within a single framework.

One promising direction is to enrich the semantics with quantitative structure, for instance
by equipping it with a pseudometric that tracks more precisely how far two streams are from
one another. One of the authors of this report has developed such an enrichment in the setting
of efficiently computable substochastic maps [BK23], which we plan to adapt to the present
framework. On the syntactic side, this would lead naturally to quantitative equational reasoning
with diagrams ([LRSZ25]), where statements of the form d ~ d’ guarantee that [d] and [d'] differ
by at most e.
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A Auxiliary Results and Proofs

A.1 Semantics

Theorem 1. Computational indistinguishability is a congruence for composition and the mon-
otdal product in Stream. In other words, the structure of SMC lifts to streams up to the equival-
ence relation ~.

Proof. For composition, let f ~p: X - Y and g = ¢q: Y — Z be four streams, and a[—| be a
distinguisher of type X — Z. Then,

alf; gl = (g;0)[f]x

where (g;a)[—] with state A x T' (and T is the state space of g) and type X — Y is given by

)(0) ( (0)

(95 X to); (id 4 % )

(g;a)g\i) (|d(Z D x O'YA) (ldA(i—l) X gr); (a( X idr,); (|dA(i) X aﬁ*)

(g;0){ = (D x o); (id e x 92); (a O % 67,)

Since f and p are indistinguishable,

(;0)[f]x = (g;a) [,
and
(g;a)[pl) = alp; ],

Similarly,
alp; g = (a;p)[g],
where (a; p)[—] with state A x R (and R is the state space of p) and type Y — Z is given by

(a;p)g\o) — (ag\o) X T0.2); (idA(Ao> X DA); (idA(o) X U}%)
(a;p)g\i) = (id(i_l) X O'Z ); (a X idR, ); (IdA@) X DA); (|dA(l) X O'R )

(a;9) = (id{ " x o3 x 07,); (a x 8r,)

Then, since g and g are indistinguishable,

(a;p)[g] = (a;p)[g],
and
(a; )[4l = alp; g,
Therefore,
alp; gl = a[f; gl
as we wanted to show. A similar proof works to show that indistinguishability is a congruence
for the monoidal product too. O
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A.2 Diagrammatic Reasoning

Lemma6.>E]€ = E& E

Proof. The proof is similar to that of Lemma 2 and we omit it here. O

:] OB*

(=-copy)

(propagate observation)

Lemma 4. (i) If f: B* — B* is a PRF, then

SOHEE ~ Hibe G 3)

(i) Moroever, if f is sequentially-deterministic and causal, then the converse holds, i.e., equation
(3) implies that f is a PRF.

Proof. First, f is pseudo-random and therefore indistinguishable from a random dictionary R

of the same type: X . . .
B . B B .B (PRF)

So it is sufficient to show that the lemma holds strictly for R, i.e. that

“THRF = e =

We do so by coinduction:®

(R-unfold)

5 Although the statement of the lemma involves the indistinguishability relation, we only use it to replace f
with the random dictionary R. After that, the statement we want to prove is an equality between streams and is
therefore amenable to a coinductive proof technique.
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(Lemma 2)

(Lemma 2)

(coind. hyp.)

(Lemma 2)

(counitality)

(Lemma 2)

(Lemma 7)

S IDING
OB (5] - (counitality)
n a ' OB*
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B "'IIEEI I:') B
oB*

= ! (Boolean equality)
BY ¢ J=Ho)

. B
= B ] (counitality)
- e G (1-fold)

For (ii), assume that f is sequentially-deterministic:

(delete)

(delete)

(4)

(birthday bound)

Q

(Lemma 3)

I-fold




(1)
= GHT g (!-unfold)

2
(=)

(8] (Lemma (3))
(8]

XM y (@)
~ (8] (birthday bound)
= X (s] Y (delete)

And hence,

As we can see, this is the same equation as the axiom that characterises the behaviour of the
random dictionary (R-unfold). An induction allows us to show that f ~ R. O

B B
OB* OB*
Lemma 8. 17 = T 0

Proof. By coinduction:

B
B* o7 = (-unfold)
= (Lemma 2)
= (definition)
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(coind. hyp.)

= (Lemma 9)

= (Lemma 2)
B(1)

= L oF (I-fold)

Lemma 9.

Proof. Can also be shown by coinduction. The non-coinductive step relies on the following
equality between substochastic maps:

This is a diagrammatic representation of the following fact: x ®y # x ® ¢/ if and only if y # ¥/'.
In other words, it is equivalent to the injectivity of the mapping = & (—). O

The following lemma simply states that, if the first component of a stream of pairs is constant
and we force all pairs to be distinct, then the elements of the second component have to be
distinct.

Lemma 10. = = =
—a nas

Proof. Also by coinduction. O

Lemma 5. For f: B* — B* a pseudo-random function, we have

B* B*
Sy s Sy e
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Proof. First, since f is pseudorandom, it is indistinguishable from R, a random dictionary of

the same type: . . . .
B . B _ B . B

So it is sufficient to show that the lemma holds for R, i.e., that

- ®

We show (5) by induction on the index of the streams that both sides denote. First, for n =1,
the !-box does not enforce any constraint (a single input does not have to be distinct from
anything else) and so (5) holds trivially. Assume that (5) holds for some natural number n > 0;
then we have,

_—
B(n+1)
s TIK B

(nt+1) ~ ) (n)
(B BM x oB™)

(-unfold)

(R-unfold)

(=-copy)
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(-distribute-if)

To simplify diagrams, let us break down the analysis into the two cases given by the then- and
else-branch of the multiplexer. We do this, by substituting true/0 or false/1 on the appropriate
wire.

1) First, for the then-branch, we have

(Boolean equality)

(delete)

(delete)

(counitality)
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(Lemma 9)

(Lemma 2)

(Lemma 8)

(counitality)
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(one-time pad)

(SMC)

(Lemma 6)

Q

(ind. hyp.)

(bb)

Notice that, for both branches, we obtain the same sub-diagram as before post-composed with

Therefore, we can put back the two cases together to obtain to following diagram:

Since they are on both branches of the if-then-else gates, we can push both occurrences of (6)
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through to the output of the whole diagram:5

(-unfold & R-unfold)

(~unfold)

]B(n+1) -
R (n+1) n ~ n

thereby concluding the induction.

In symbolic form, if z then t;u else t;v is equivalent to just ¢; (if = then u else v).

47



	Introduction
	Aims
	Methodology

	Motivating Example
	Syntax
	Semantics
	A categorical semantics for cryptographic constructions
	Interpreting diagrams as streams

	Diagrammatic Reasoning
	Equational Theory
	(Co)inductive Proofs with Diagrams
	Auxiliary Results
	Motivating Example Revisited

	Discussion and Outlook
	Auxiliary Results and Proofs
	Semantics
	Diagrammatic Reasoning


